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(57) Abstract: To facilitate the creation of rules for 
screening application layer requests to a computer 
application, a sample space of application layer requests is 
grouped according to one or more grouping criteria. Each 
grouping criterion may be a feature of ^plication layer 
requests such that each grouping contains application 
layer requests with a common feature. For example, 
where the application layer requests follow the hyper-text 
transport protocol (HTTP), a common feature for some 
groupings could be a common URI pathname extension. 
A rule set for an ^plication may be used to expose errors 
in the ^plication. Test requests are constructed each of 
which violates at least one of the rules. The test requests 
are passed to the application to see whether the application 
throws the expected exceptions. 
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